
An EU Action Plan to digitalise
the energy system

To end the EU’s dependence on Russian fossil fuels and tackle the climate 
and energy crisis, the EU’s energy system requires a deep transformation, 
in which digitalisation plays a central role. The EU needs a more active 
and smarter energy system to help consumers embrace the benefits of 
the green and digital transitions. 

Through digitalisation, we can improve the affordability, sustainability 
and resilience of our energy system.

Therefore, the Commission is proposing an Action Plan to: 

•  Promote connectivity, interoperability and seamless exchange of energy data 

• Boost and coordinate investments in the smart electricity grid  

•  Provide better services based on digital innovations to engage consumers in the energy 
transition 

• Ensure a cyber-secure energy system 

•  Ensure that the growing energy needs of the ICT sector align with the European Green Deal  

Affordability

•  Energy savings enabled by 
smart solutions help reduce 
costs 

•  Innovative energy services reduce 
energy consumption and using 
energy when is cheap (smart 
EV charging, smart heat pumps 
combined with PV panels) 

•  Digital tools allow consumers to 
easily assess the benefits and 
invest more in renewables

Sustainability

•  A digital energy system is more 
flexible and requires less 
curtailment of renewable 
electricity 

•  A greener ICT sector with 
innovative systems ensures an 
effective use of data, and can 
help boost renewables and 
reduce wasted energy

Resilience

• Well coordinated cyber security 
actions strengthen the overall 
system resilience

•  A digital energy system can better 
anticipate peaks and lows in 
renewable energy production 

•  Data exchanges make the energy 
system smarter but should only 
happen when consumers agree
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Affordability:  
Helping consumers increase control over energy use and bills 

Sustainability:  
Make the green and digital transitions work hand in hand   

Resilience:  
Strengthening the cybersecurity of energy networks 

Smart meters provide key information that allows to reduce energy consumption costs, 
for example by scheduling use when it is cheaper. Innovative services, apps, and energy 
management systems have a large untapped potential for energy users. 

ICT technologies carry an important greening potential: digital solutions help balance the supply, 
storage and demand of energy and make our energy system more flexible, thus facilitating the 
integration of decentralised renewable energy sources. But it is also important to keep in check 
the growing energy consumption of the ICT sector.

In an increasingly digitalised energy system with decentralised generation, transmission and 
distribution of energy, as well as more digitally-connected appliances in the home, the risk of 
espionage and cyber-crime related to the consumption of energy increases. 

Coordinated risks 
assessment

A network code for 
cybersecurity aspects of cross-

border electricity flows 

Delegated acts on the 
cybersecurity of gas and 
hydrogen networks 

Recommendation to 
enhance the resilience 
of critical energy 
infrastructures 

Create a digital twin of 
the European electricity grid

Develop energy-related 
labels for computers, data 
centres and blockchains 

Support energy communities 
through digital tools

Develop an EU Code of 
Conduct for the sustainability 
of telecommunications 
networks 

Support digital tools 
for and with consumers 

and raise digital skills

Support National 
Regulatory Authorities to 
define and monitor common 
smart grid indicators 

Create a common European 
energy data space
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Fund smart digital 
solutions through Horizon 
Europe, Digital Europe, 
Connecting Europe Facility, 
RRF and Cohesion funds


